
Trust Services: SOC 2 & 3

 ⊲ The system is available for operation 
and use as committed or agreed.

The Availability Principle:
 ⊲ The system is protected against 

unauthorized access (both physical and 
logical).

The Security Principle:

 ⊲ Information designated as confi dential 
is protected as committed or agreed.

The Confi dentiality Principle:
 ⊲ System processing is complete, 

accurate, timely and authorized.

The Processing Integrity Principle:

Weaver’s IT Advisory professionals bring knowledge and assist clients in conforming with the applicable 
trust services principles and criteria and can perform the examination necessary to obtain the appropriate 
report to fi t your organization’s needs. 

SOC 2 and 3 engagements provide assurance that an organization’s systems are reliable and operate 
without material errors, faults or failures. They apply to organizations that host critical systems that other 
organizations depend upon. SOC 2 reports are more detailed and meant for your existing customers only, 
whereas SOC 3 reports provide summarized information and are meant for public consumption. Service 
organizations providing technology-based services may consider SOC 2 and 3 reports to be a viable 
option to SOC 1 reports.

Weaver’s SOC 2 and 3 services address the following four essential principles: Security, 
Availability, Processing Integrity and Confi dentiality. NOTE: Privacy may also be addressed under SOC 2 
and 3 following the AICPA’s Generally Accepted Privacy Principles.
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This includes criteria addressing accountability, integrity, ethical values 
and qualifications of personnel, and the environment in which they 
function.

This includes criteria relevant to how the organization communicates 
its policies, processes, procedures, commitments and requirements to 
authorized users and other parties of the system.

Criteria relevant to how the entity identifies potential risks that would 
affect the entity’s ability to achieve its objectives, analyzes those 
risks, develops responses to those risks including the design and 
implementation of controls and other risk mitigating actions.

This includes how the entity monitors the system, including the 
suitability, and design and operating effectiveness of the controls, and 
takes action to address deficiencies identified.

Criteria relevant to how the organization restricts logical and physical 
access to the system, provides and removes that access, and prevents 
unauthorized access to meet the criteria for the principle(s) addressed in 
the engagement.

The criteria relevant to how the organization manages the execution of 
system procedures and detects and mitigates processing deviations, 
including logical and physical security deviations, to meet the 
objective(s) of the principle(s) addressed in the engagement.

Change Management
This includes how the organization identifies the need for changes 
to the system, makes the changes following a controlled change 
management process and prevents unauthorized changes from being 
made.

The trust services principles and criteria rely on common criteria and those are organized into seven 
categories:


